IDAHO
DEPARTMENT O.

IDAHO DEPARTMENT OF CORRECTION
CORRECTION |

Protect the public, our staff and those within our custody and supervision

BRAD LITTLE JOSH TEWALT
Governor Director

December 13, 2021

To: Lawrence Wasden, Idaho Attorney General
Faith Cox, Administrator, Division of Insurance and Internal Support

From: Cindy Lee, Business Support Manager, Idaho Department of Correction
Re: Contractor IT Security Breach

On December 12, 2021 at approximately 11:00 a.m. the IDOC experienced an outage with Kronos, a time
keeping Software as a Service platform owned by UKG. Kronos and its parent company UKG said today
that it spotted unusual activity in the Kronos network late Saturday which the company has since
determined to be a “ransomware incident.”

This incident has affected several customers world wide and is not anticipated to be resolved for several
weeks, according to reports from the company. In a corporate client post on its website, UKG indicated
they are working with leading cyber security experts to assess and resolve the situation, and have
notified the authorities.

The IDOC uses the Cloud version of this software and therefore no on premise servers are used. The
personally identifiable information in Kronos is employee name, employee number and other
information an employee may have provided in their employee account, such as their address or phone
number. The IDOC does not believe that dates of birth or social security numbers are in Kronos.

This disclosure is submitted in accordance with ldaho Code 28-51-105.

/s/

Cindy Lee

Business Support Manager
Idaho Department of Correction
cilee®@idoc.idaho.gov

(208) 658-2127
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